DEPARTMENT OF THE ARMY

U.S. Army Corps of Engineers
WASHINGTON, D.C. 20314-1000

17 SEP 1997

REPLY TO
ATTENTION OF:

CECW-OE-C/CEIM-P (25-1a)

MEMORANDUM FOR USACE COWVANDS, ATTN CH EFS OF CONSTRUCTION,
CPERATI ONS AND READI NESS, DI RECTORS OF
| NFORVATI ON MANAGEMENT

SUBJECT: USACE H gh Frequency (HF) Communications Program —
I nteri m Qui dance

1. References:

a. Menorandum CEIM-RT, subject: USACE Radio Policy
(Revised), 7 Jun 88.

b. Menorandum CECW-OE-P, subject: USACE H gh Frequency (HF)
Radio Program 17 Ot 94.

c. Menorandum CECW CE-EOC/ CEIMS, subject: Mratorium on
Acqui sition of Conmmand and Control Equipnent, 27 Jul 95.

d. Defense Information Systens Agency Joint Interoperability
and Engineering Oganization Study, Subject: United States Arny
Corps of Engineers Backup Comuni cations Analysis and
Recomendati ons Report dated Jan 96.

2. The purpose of this correspondence is to provide an update on
the Corps H gh Frequency (HF), Single-Sideband Radio Program and
to provide interim guidance concerning its future status and
operations within the Corps of Engineers. The use of HF for
back-up comunications within the Corps of Engineers has been the
subj ect of discussion in both the informtion managenent and
emer gency management conmunities. The concern centers around the
continued need for HF radio communications, and whether HF should
be replaced by an alternative back-up communications system

3. The Defense Information Systens Agency (DISA) has been tasked
to review the USACE energency operations HF radio network to
determi ne a cost—effective, robust approach for inproving back-up
conmuni cati ons. The encl osure includes a discussion of
background issues and Conmand interim guidance, as well as
reconmendati ons which have been accepted for inplenentation

Cor ps-wi de.



CECW-OE-C/CEIM-P (25-1a)
SUBJECT: USACE Hi gh Frequency (HF) Communications Program —
I nteri m Qui dance

4. Presently, the HF program is undergoing revitalization. The
overall objective remains to ensure that the Corps of Engineers
will maintain a viable, back-up comrunications capability in full

conpliance and interoperability with the Departnent of Arny and
ot her Federal agencies.

5. Points of Contact for questions and/or comments are M. Larry
Broun, CECWOE-C, (202) 761-5800, e-nuil:

larry.broun@usace .army.mil and M. Gscar Anderson, CEIM-P, (202)
761-0736, e-mail: oscar. r.anderson@usace .army.mil.

Encl NALD J{. WHITTEN CHARLES M HESS

Col onel , ps of Engi neers Chief, Operations,
Di rector Informati on Construction and
Managenment Readi ness Division

Directorate of G vil Wrks



USACE HIGH FREQUENCY (HF) COMMUNICATIONS PROGRAM
INTERIM GUIDANCE

A_. BACKGROUND

1. The rationale for retaining USACE HF radi o capability in the
Cor ps comruni cations architecture, particularly in today:s
communi cati ons technol ogy environnent, has conme under conti nui ng
chal l enge froma variety of Corps audiences. Sone believe that
t echnol ogy has far out-distanced the capability of HF radio and
are questioni ng whether HF should be replaced by an alternative
back-up conmmuni cati ons system Many have questioned its val ue-
added significance, while others say they can no longer justify
t he expense of operating and nmai ntaining the system as well as
keepi ng peopl e trained.

2. There are two HF systens fielded within the Corps, nanely, a
Department of the Arny (DA) system (Harris) and a Corps of

Engi neer system (Mackay). The Harris radi o was purchased by DA
for enmergency communi cations, conmand and control, and fielded in
the Corps in 1989. Prior to arrival of the Harris equi pnent, the
MacKay radi os, often referred to as the Corps Adi saster( radi o,
had been purchased and fielded (1987-88) with civil funds to
provide a Corps system for operational mssions, as well as for
ener gency managenent functions. Finally, in addition to the two
requi red systens, various and sundry other HF radi o systens have
been acquired over the years by individual field activities to
carry out the sane supporting m ssions.

3. Inportant to any radi o nodernization effort is the fact that
t he Corps comruni cations capability nmust continue to remain

i nteroperable with other Arny/DoD and Federal agencies in a

nati onal energency or crisis. The Federal Energency Managenent
Agency (FEMA), the | ead agency for the Federal Response Pl an
(FRP), has designated HF as their primary back-up communi cations
system In their view, HF radio wll play a magjor role in a true
catastrophic event and all Federal agencies who have primary
responsibilities under the FRP woul d be seriously hanpered

w thout an HF radio capability. All key players in the
Department of Arny Continuity of Operations/Continuity of

Gover nment (COOP/ COG) program of which the Corps is one, must
have a conpatible HF radio capability in order to conmmunicate,
execute orders and perform assi gned m ssi ons. Accordi ngly, as
an Arny Maj or Conmmand (MACOM), the Corps of Engineers wll

mai ntain an HF capability in conpliance with HQA policy, and to
insure that the Corps will be able to carry out its enmergency
support function (ESF#3) m ssions under the FRP in the event of a
significant disaster, natural or man-nmade.



Encl osure

B. HF RADIO GUIDANCE.

The foll ow ng recomrendati ons has been accepted and adopted
for inplenmentation Corps-w de:

(1) Standardize HF radio equipment at all Corps locations
by utilizing the DA (Harris) HF radio with MILSPEC Automatic Link
Establishment (ALE). This is an automated voice and data system

ALE reduces operator tinme and nakes efficient use of the
frequency spectrum by scanning frequencies and automatically
l[inking wth the best path available. Al Harris radi os have
been equi pped or upgraded to this standard. ALE operation wll
begin at all sites as soon as a specific date is selected and
aut hori zed from HQUSACE. The initial date to commence wll be
announced within the next 30 days by separate correspondence.

(2) Begin phase-out of the Mackay Radio system and other
acquired, non-interoperable radio equipment which 1s no longer
required or desired for command and control. The Corps provided
Mackay Radi o equi pnent does not include an ALE capability and
cannot be econom cally configured for this system It is no
| onger considered a conmand and control asset (except for gateway
node | ocations) and therefore will no | onger be supported by
enmergency managenent funds. O her exceptions will be considered
on a case-by-case basis. This neans that a Commander, after
assessing his organi zation=s requirenent for this asset, may use
his discretion in deciding whether to continue supporting it, or
whet her turn-in, transfer, or re-use in another capacity woul d be
t he nost appropriate course of action. This option is avail able
i mredi ately upon the effective date of this guidance.

(3) Standardize HF radio equipment for tactical emergency
response purposes. All other HF- SSB radi o equi pnment purchased in
the future by Major Subordi nate Conmmands/di stricts, Laboratories
and Field Qperating Activities for enmergency purposes shal
adhere to M LSPEC ALE standards. (See M LSPEC Standard 188-141A,

I nteroperability for Performance Standards for Medi um and Hi gh
Frequency Radio Equipnent.) |In addition to nodification of
existing transportable Harris radios which are clunmsy, a

i ghtwei ght tactical systemw th a ruggedi zed conputer will be
identified to neet new requirenents for deployable E-mail capable
radios. This initiative is being researched and di scussed by a
Command and Control Task Force (C?TF), who will identify and
field this equipment.



(4) Implement an HF E-Mail back-up messaging system.
Transm ssion of E-mail over HF radio is currently being done in
both the U S. Air Force and Navy. A Corps beta test of the HF E-
mai | has been initiated between Portland (the gateway node which
transfers nessages into the CEAP w de-area network (WAN)), and
outstations in San Francisco (SPD), Anchorage (POD) and Seattle
(NWD). Follow ng the conclusion of beta testing, equipment wll
be upgraded for each MSC, district, Lab and FOA over a three year
period. Upgrades will be prioritized based on catastrophic
di saster risk. This effort will be centrally funded from
Emer gency Managenent, HQUSACE. The ultimte concept is to have
four or five gateways strategically positioned throughout the
Corps. DA (Harris) radios at each Corps organization wll be
nodi fied as transportable out-stations, including tactical
el ectroni cs shipping case, conputer, and hi gh-speed nodem This
wll allow each Corps HF radio site to deploy to renpte | ocations
or operate in the absence of tel ephone connectivity by
transmtting and receiving HF E-mail through the gateway to the
CEAP WAN and/or Internet on a 24 hour/7 day basis. Plans are
underway to upgrade DA-purchased Harris radios in N\D and SPD
districts this fiscal year, with additional gateways and
outstations to be added over the follow ng three years. Because
the primary node of operation for these radios will be ALE
transmtting E-mail data, sonme Corps elenents may be able to
utilize rooftop antennas, which will allow themto elimnate
renmote antenna fields and m crowave |inks which are presently in
use for voice transm ssion.

(5) Reorganize the Corps: HF radio network, and its
emergency response mobile, tactical communications assets. Wth
the establishnment of an HF E-nail system five gateways wll be
established to provide connectivity between the radi o network and
the CEAP/Internet system

a. Cateways wll be located in Portland, Vicksburg and
three additional |ocations to be determ ned by HQUSACE. Location
of gateways will be driven by technical considerations. Each
gateway will provide connectivity to the CEAP/Internet for a sub-
network of HF radios within proximty to the gateway.

b. The MSC Comrander responsible for each of the
desi gnat ed gateway | ocati ons shall appoint an individual at that
gateway | ocation to serve as the Regional Energency
Communi cations Oficer (RECO. The RECOw Il naintain the
gat eway between the HF-radio network and the CEAP/Internet. The
RECOs will serve as menbers of the CTF Communi cati ons Subgroup.
c. The RECOw Il also provide technical support,



coordi nate training, conduct exercises, and assure the readi ness
of the HF-radi o sub-network associated wth the gateway. Because
t he sub-network may cross boundaries, the RECO w || coordinate
with the Directors of Information Managenent in affected MSC and
districts within the sub-network.

C. C2? Task Force.

A USACE command and control working group (now call ed
t he C? Task Force) under the |eadership of the HQ Energency
Managenent office (CECW OEC) has been established for quite sone
time. Al levels of the command are represented and are often in
attendance at the quarterly neetings which are held in different
di vision/district headquarters. M nutes are published and
di ssem nated Corps-wide. There is anple opportunity for IM as
wel | as EM managers to have input into the decision process of
the i ssues which are taken up by this group. For at |east the
| ast year, the Task Force has been intimately involved in
di scussing and refining HF i ssues. Although the Task Force
consi ders other issues than communications, it is still one of
the best foruns or vehicles to recomrend changes/i nprovenents to
the Corps radio infrastructure. Additional information can be
obtained reference the activities of this group via electronic
means t hrough the ENGLi nk at http:\\155.75. 60. 146.



